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Antivirus software is dead, says security
expert at Symantec

chief at Norton per says ingeneral
misses 55% of attacks and its future lies in responding to hacks
- — >
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Antivirus software only catches 45% of malware attacks and is "dead",
according to a senior manager at Symantec.

Remarks by Brian Dye, senior vice-president for information security at
the company, which invented commercial antivirus software in the 1980s
and now develops and sells Norton Antivirus, suggest that such software
leaves users vulnerable.

Dye told the Wall Street Journal that hackers increasingly use novel
methods and bugs in the software of computers to perform attacks,
resulting in about 55% cyberattacks going unnoticed by commercial
antivirus software.

Malware has become increasingly complex in a post-Stuxnet world.
Computer viruses range from relatively simple criminal attacks, where
credit card information is targeted, to espionage programs that spy on
users and data but can easily be upgraded into cyberweapons at the touch
of a button, according to security expert Eugene Kaspersky, founder of
Kaspersky Lab, which also sells antivirus software.

From protect to 'detect and respond’

That failure to detect issues is forcing Symantec, which has a turnover of
about $1.6bn (£590m) and an 8% global antivirus marketshare - according
to data from the enterprise software company Opswat - to diversify its
products, moving into the “detect and respond” sector rather than the
simple "protect” segment.
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https://www.theguardian.com/technology/2014/may/06/antivirus-software-fails-catch-attacks-security-expert-symantec
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Evaluation Summary

These are the evaluations that SentinelOne has participated in:

Evaluations Detection Count @ Analytic Coverage @ Telemetry Coverage @ Visibility @
AP 20t i | il il i
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